N CEN7,
?gh Hsk

BULLETIN P

K7 >
o, o
93 qyon

\Y

ynuas®

%
b,yo

ECIPE Bulletin No. 10/2014 (Korean version below)
The Impact of Data Localisation on Korea’s Economy

By Bert Verschelde, Research Associate, ECIPE (bert.verschelde@ecipe.org)

As the global economy grows increasingly digital, businesses rely on the free flow of data
across borders to efficiently sell, produce and deliver their products. While concerns about
data privacy and security are legitimate, forcing companies to store personal data on Korean
territory is not the right answer.

Over the past few years, there has been a global proliferation of regulatory restrictions of the internet.
More often than not, new legislative initiatives have included some form of regulatory restrictions on
data, such as data localisation—the requirement that companies store and process data within the
country in which they were collected.

Data localisation in Korea

Korea prohibits the outsourcing of data-processing activities to third parties in the financial services
industry. Banks can therefore only process financial information related to Korean customers in-house,
either in Korea or abroad. But recent customer information leaks in Korea’s financial sector show that
data localisation does not ensure increased online data security. In fact, experts believe that mandating
data to be stored within a country’s borders increases the chance of data breaches and abuse because
it creates a tempting “honeypot” for criminals to target the data for exploitation and hacking.

Economic impact of data localisation

Moreover, forcing the local storage of data can have a very harmful impact on the economy that is
enforcing it. The results of our simulations show how Korea’s growth would be stifled an an expanded,
or economy-wide data localisation measure:

+ The impact of data localisation across all sectors is estimated to be equivalent to 1.1% of Korea’s
GDP in 2014. In real terms, this is equivalent to a loss of roughly USD 13 billion to Korea’s economy.

* In addition, investment in Korea would drop by 3.6%, causing its economy to pass up on roughly
USD 180 million in foreign direct investment (FDI).

* Welfare losses incurred as a result higher prices and displaced domestic demand, would amount
USD1 5.9bn, or a USD 655.70 loss of the Korean worker’s average monthly salary. This represents
an approximate 20% decline in the average monthly wage.

lllustrations of the impact of data localisation on industry and consumers

When cross-border data flows are constrained, it not only affects internet companies such as Facebook,
Google and Naver, but almost the entire economy. This is because data is an increasingly important raw
material for many industries.

Companies in the logistics, retail, and communication sectors, rely on data for a large part of their
production input. For example, international couriers and logistics firms cannot efficiently deliver
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packages without access to personal data from overseas. Today’s popular messaging apps also depend
on a free-flow of data, and the Korean start-ups in this space may choose to locate themselves outside
the country if they wish to succeed.

There are also consumer welfare losses associated with data localisation in the form of higher prices.
From a practical perspective, laws such as Korea’s map regulation which prohibits foreign companies
from accessing Korean map data, means that many visitors have trouble finding places and directions
on their smartphones because their devices don’t work in Korea as they do in other countries. This has
an adverse impact on the travel industry.

Data localisation in this case also serves as a barrier to the inflow of innovative location-based products
and services, while increasing the burden faced by Korean developers trying to enter foreign markets
since they must re-develop their products to be compatible with foreign map data.

These findings show that data is now just as crucial to the global and the Korean economy as electricity
or manpower. In an interconnected and increasingly digital economy, policy-makers therefore need to
carefully balance data protection and productivity. Any attempts to build on Korea’s existing data
protection regime need to take into account the important contribution of free cross-border data flows to
Korea’s economic performance and the substantial costs and security implications associated with
locking data within the country.
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