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ECIPE Bulletin No. 07/2014 (Chinese version below)
The Impact of Data Localisation on China’s Economy

By Bert Verschelde, Research Associate, ECIPE (bert.verschelde@ecipe.org)

As the global economy grows increasingly digital, businesses rely on the free flow of data
across borders to efficiently sell, produce and deliver their products. In China, requirements
introduced by recent data protection regulations threaten to disrupt cross-border data flows,
and consequently harm the operations of most of its export-oriented businesses.

Over the past few years, there has been a global proliferation of regulatory restrictions of the internet, in
particular for commercial use. With the pretext of increasing online security and privacy, some
governments are now requiring mandatory storage of critical data on servers physically located inside
the country, i.e. data localisation. Given the nature of today’s globally interconnected economy, poorly
designed national policies that increase data processing costs have a severe economic impact as many
sectors of the economy rely on digitally supplied services and goods.

Data protection in China

In China, the existence of a plethora of overlapping data privacy laws has traditionally made compliance
very difficult for companies that collect personal information. Since the end of 2012, the Chinese
government has however taken steps towards installing nation-wide rules related to online privacy. This
new focus on data protection regulation is driven by an increasing number of reports on identity theft
and illegal trade in personal data.

On 28 December 2012, China’s Standing Committee passed a Resolution relating to Strengthening the
Protection of Information on the Internet. This resolution is effective nationwide and includes general
rules for internet service providers (ISPs) and other businesses that handle personal data. It prohibits
the collection of personal data without consent and the illegal transfer or sale of personal information to
third parties.

In February 2013, the Standardisation Administration and the General Administration of Quality
Supervision, Inspection, and Quarantine published non-binding national standards related to personal
information. The guidelines prohibit overseas transfers of any Pl to an entity absent express user
consent, government permission, or other explicit legal or regulatory permission. Despite the voluntary
character of these guidelines, they might serve as a “regulatory baseline” for law enforcement
authorities to assess whether or not a business is in compliance with data privacy law.

Moreover, data localisation is already a fact of life in China for the financial services sector. In 2011, the
People’s Bank of China (PBOC) issued a Notice to Urge Banking Financial Institutions to Protect
Personal Financial Information. This notice establishes binding rules for banks operating in China and
explicitly prohibits off-shore storing, processing or analysing of any personal financial information related
to Chinese citizens.
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Economic impact of data protection

When a new regulation restricts businesses and individuals from using data in a reasonable manner —
prices of any good or service that uses data in its production also increase. Typically, data accounts for
between 4 and 31% of production input in services. For example, the input costs for logistics companies
increase when they can no longer process data on their customers or shipments using existing IT
suppliers or infrastructure, or are faced with some compliance costs for doing so. These additional new
costs are inevitably passed on to their customers — who may be manufacturers, exporters and
consumers.

Thus, increased regulation leads firstly to domestic productivity losses for the vast number of economic
sectors that use data as a production input. Secondly, it creates an additional trade barrier for data
processing and internet services, or any service (to a lesser extent also goods) that depends on the use
of data for delivery. Thirdly, as the competitiveness of the economy changes, investments (both
domestic and foreign) will be affected.

The impact of data localisation on the Chinese economy

In a new research paper, ECIPE has assessed the economic impact of forced data localisation and the
administrative barriers introduced by the recent regulations. If fully enforced, the new data privacy
guidelines would significantly impact economic growth — China’s GDP would decrease by -1.1%. In
addition, the foreign direct investment (FDI) flows that drive Chinese exports and long-term growth,
would drop with -1.8%. China’'s exports would also decrease by -1.7% due to the loss of
competitiveness.

These findings show that the negative impact of disrupting cross-border data flows should not be
ignored. The globalised economy has made unilateral trade restrictions a counterproductive strategy
that puts China at a relative loss to others in the region, with no possibilities to mitigate the negative
impact in the long run. If China fully enforces data localisation in all sectors, it will strongly impact the
Chinese economy by decreasing productivity, hampering exports and discouraging investment.
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